Senior Fraud Alert—September 2, 2008
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/ Hitman E-mail scam ret

) —

Internet Crime Complaint Center, the FBI and the National Whit
sued the following alert concerning the continuing problem of e
's and callers trying to secure funds through death threats.

Crime Complaint Center continues to receive thousands

he hit man e-mail scheme. The e-mail content has evolv

er, the messages remain similar in nature, claiming the
kill the recipient.

sions of the scheme began appearing in July 2008. One i
to contact a telephone number contained in the e-mail
d the recipient or a "loved one" was going to be kidnapp
paid. Recipients of the kidnapping threat were told to re

48 hours. The sender was to provide the location of the
minutes before the deadline and was threatened with b

was not received within 30 minutes of the time frame g
ersonally identifiable information (PI1) was included in t
appearance that the sender actually knew the recipient

of Internet crimes often use fictitious names, addresses
d threats or warnings regarding the failure to comply to

ances, the use of names, titles, addresses, and telephon
officials and business executives, and/or the victims' PlI
0 make the fraud appear more authentic.

ks for the two previous public service announcements p
erning the hit man scheme:

.iIc3.gov/media/2007/070109.aspx
.ic3.gov/media/2006/061207.aspx

ys need to be alert to unsolicited e-mails. Do not open u
ick on any embedded links, as they may contain viruses

Providing your P11 will compromise your identity!

e e-mails containing threats of violence and your PII, yo
to contact law enforcement as well as file a complaint at







